CYBERSECURITY AND DATA PRIVACY

Nearly every company, organization and institution, regardless of size, has an aggregation of
information that is of critical value to its mission/business. Unfortunately, we are in an age where
that information is under an ever-increasing cyber threat. Data concerning clients/customers,
employees, finances, intellectual property and strategic plans are made vulnerable by their
accessibility via unsecured mobile devices, email scams, third-party connectivity (e.g., payroll
administrators), and outsourced storage (real or virtual). Furthermore, as technology evolves, so
do the laws, regulations and compliance requirements related to the protection of privacy and
data, which increases the burdens on institutions of all natures and sizes as well.

The attorneys in the cybersecurity and data privacy practice of Bond, Schoeneck and King have
specialized knowledge in this emerging area of the law, as well as experience in the full range
of our diverse practice areas, and thus draw from the firm’s collective wealth of experience

in governance, compliance and litigation across a wide array of industries and markets.

The attorneys in the practice provide insight into cybersecurity and data privacy matters
concerning business transactions, compliance, information management, incident response and
management, governance, human resources, intellectual property, litigation and technology.

Collectively, they possess extensive practical knowledge having counseled a wide range of
clients in industries including:

« Defense + High-Tech + Social Services
+ Development * Hospitality + Software

+ Education * Insurance * Retail

* Energy » Manufacturing + Transportation
+ Finance + Marketing  Utilities

+ Health Care * Municipalities

The multidisciplinary practice has experience with counseling clients on compliance with
international, federal and state privacy laws, regulations and security standards, including
HIPAA, FERPA, GDPR, CCPA, NYS DFS, PCI DSS and the Gramm-Leach-Bliley Act, as well
as international, federal and state cybersecurity and data breach notification laws. The members
of the practice also assist clients in navigating cyber threats and ongoing challenges by:

» Developing tailored policies and guidelines for client cyber governance, data breach
preparedness and compliance with applicable notification and accountability laws; Assisting
clients with the development and implementation of policies for data privacy clients,
response to consumer privacy requests and compliance with applicable data privacy laws;

» Advising clients of potential and actual liabilities for data breaches, security failures and
counteroffensive measures; and

» Assessing clients’ vulnerabilities and risks, auditing existing incident response plans,
procedures and protocols and recommending improvements.

Contacts:

Jessica L. Copeland Amber L. Lawyer
716.416.7034 315.218.8297
jcopeland@bsk.com alawyer@bsk.com
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How much is your critical
information and data worth?
Look to Bond to help navigate
cyber threats and challenges.

About Bond, Schoeneck & King

Bond serves individuals,
companies and public-sector
entities in a broad range of areas.

With more than 300 lawyers and

15 offices, we represent clients

in manufacturing; agribusiness;
commercial lending and real estate
and construction; energy; health
care and long term care as well

as municipalities, school districts,
higher education and other exempt

and nonprofit organizations. We
maintain 11 offices across New
York; and one each in Boston;
Kansas City; Naples; and Newark.

Bond is committed to
understanding our clients’ needs
and providing comprehensive,
practical, high-quality and
responsive solutions. We strive to
maintain the highest professional
and ethical standards, and to
provide leadership in community
activities, pro-bono work and
service to the Bar.

For more information, visit bsk.com.
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Bond has prepared this communication to present only general information. This is not intended as legal advice, nor should you consider it as such. You should not act, or decline to act, based
upon the contents. While we try to make sure that the information is complete and accurate, laws can change quickly. You should always formally engage a lawyer of your choosing before taking
actions which have legal consequences. For information about our firm, practice areas and attorneys, visit our website, www.bsk.com. Attorney Advertising. © 2025 Bond, Schoeneck & King PLLC.
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